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COPYRIGHT AND PERMISSIONS

COPYRIGHT © INTERCEL PTY LTD. 2018. ALL RIGHTS RESERVED.

All information in this user manual is protected by copyright law. No organisation or individual shall copy or reproduce
the whole or part of this user manual by any means, without written permission from Intercel Pty Ltd.

TRADEMARKS AND PERMISSIONS

Intercel, Intercel logo, and Ultra eSAM are the trademarks of Intercel Pty Ltd. All other trademarks and logos
mentioned in this document are the property of their respective holder. Intercel Pty Ltd does not own the rights to
these other trademarks and logos.

DISCLAIMER

The contents of this document are subject to change without notice, due to continued progress in methodology, design
and manufacturing. Intercel shall have no liability for any error or damage of any kind resulting from the use of this
document.
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SECTION 1 - INTRODUCTION

1.1 - OVERVIEW

Ultra eSAM is a data communication terminal built on the mobile communication network and independently
developed by Intercel. The product is based on 3G/4G wireless communication technology. It uses a high
performance 32-bit embedded operating system and has a robust industrial design. It can provide high-performance
3G/4G communication speed by accessing the 3G/4G network via the embedded 4G module. It is widely used in
various industries such as telecommunication, finance, information media, electric power, transportation, onboard
devices and environmental protection. This manual provides information related to the installation, operation and
application of Ultra eSAM device.

If you find the product damaged or malfunctioning, please contact technical support for service through email at
https://www.intercel.com.au/contact/.

For product updates, manual revisions, or software upgrades, please visit our website at https://www.intercel.com.au/.

1.2 — REVISION HISTORY

Revision Date Description
1.0 April 20, 2018 Initial revision.

TABLE 1 REVISION

1.3 - TARGETED AUDIENCE

This document is targeted towards:

¢ R&D Engineers
e Technical Support Engineers
e End Users

1.4 - NOTATION

The symbols that may be found in this document are defined as follows:

Symbol Description
@ Indicates a potentially hazardous situation, which if not
"/ CAUTION avoided, could result in equipment damage, data loss or

performance degradation.

Indicates a tip that may help you address a problem or save
F TIP your time.
Provides additional information to emphasise or
NOTE supplement important points of the main text.
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1.5 - PREREQUISITES

Before continuing with the installation of your Ultra eSAM, please make sure that you have the following:

1. A device with a working Ethernet network adapter.

2. A web browser such as Internet Explorer, Mozilla Firefox or Google Chrome.

3. A flathead screwdriver, if using RS232 or GPIO port via terminal block and a Philips head screwdriver to
mount a din-rail clip on the router.

1.6 - CAUTION

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data may
be delayed, corrupted (i.e. have errors) or be totally lost. Although significant delays or loss of data are rare when
wireless devices are used in a conventional manner on a well-constructed network, the router should not be used in
situations where failure to transmit or receive data could result in damage of any kind to the user or any other party,
including but not limited to personal injury, death, or loss of property. Intercel accepts no responsibility for damages of
any kind resulting from delays or errors in data transmitted or received using the router, or for a failure of the router to
transmit or receive such data.

/M The router generates radio frequency (RF) power. When using the router, care must be taken on safety issues
related to RF interference as well as regulations of RF equipment.

Do not use your router in places where using cellular products are prohibited.

Be sure that the router will not be interfering with nearby equipment, such as pacemakers or medical
equipment. The antenna of the router should be away from computers, office equipment, home appliances etc
An external antenna must be connected to the router for proper operation. Only use approved antenna with
the router. Please contact Intercel for an approved antenna.

Always keep the antenna with a minimum safety distance of 25 cm or more from the human body. Do not put
the antenna inside any metallic box, container etc.

Check for any regulation or law authorizing the use of cellular devices in a vehicle in your country before
installing the router in a vehicle.

Installation should only be performed by qualified personnel. Consult your vehicle distributor for any possible
interference between electronic parts and the router.

The router should be connected to the vehicle’s supply system using a fuse-protected terminal in the vehicle’s
fuse box.

Do not expose the router to extreme conditions such as high humidity/rain, high temperature, direct sunlight,
caustic/harsh chemicals, dust or water.

Do not try to disassemble or modify the router.

Do not drop, hit or shake the router. Do not use the router under extreme vibrating conditions.

Do not pull the antenna or power supply cable. Attach/detach by holding the connector. .

This product should be operated only from the type of power source indicated on the product label.

Do not operate this product near/under water.

Do not place or operate this product near or over a radiator or heat register.

Do not expose this product to dampness, dust or corrosive liquids.

This product should not be carried by hand during operation.

This product should work in a good ventilation environment. Insufficient airflow may harm the product.

Unplug the product from the power supply when cleaning or assembly changing.

[If a problem occurs, please contact Intercel technical support.

pebbbBERPEEBRE B B B B B B PP
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SECTION 2 - PRODUCT INTRODUCTION
2.1 - OVERVIEW

Ultra eSAM is a robust 4G Router for Industrial M2M/loT applications. It has 1 LAN and 1 LAN/WAN to provide real-
time data connectivity, even in harsh environments. Ultra eSAM provides a secure, reliable connection to industrial
machines on third-party sites or remote locations. The device incorporates flexible mounting options, wide input
voltage range and a wide operating temperature range. Ultra eSAM also allows remote system monitoring, remote
diagnostics, remote configuration and firmware updates over the air. Featuring Ethernet, Serial (RS232/422/485), and
USB 2.0 connectivity, the Ultra eSAM router can interface with a diverse range of equipment used in a wide variety of
vertical applications. Ultra eSAM also features built-in GPS and input & output ports, making it ideal for a broad range
of industrial applications. It supports Modbus data transmission, 10, SMS alarm and M2M cloud platform alarm,
amongst other features.

2.2 - PACKAGE CONTENT

Intercel Ultra eSAM router assembly kit consists of the following items:

1 x Ultra eSAM Router

2 x Cellular Antennas

1 x Wi-Fi Antenna

1 x GPS Antenna

1 x 5-PIN Terminal Block

1 x Ethernet Cable

1 x Din-Rail Clip

2 x Phillips-head Screw for Din-Rail Clip

1 x 12 VDC Power Supply
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2.3 - SPECIFICATION

CPU & STORAGE

e Powerful 580Mhz CPU
e 1Gb DDR2 SDRAM

e  128Mb Flash memory

ETHERNET INTERFACE

e 1xLAN (10/100Mbps)

e 1 xLAN (10/200Mbps) / WAN Support (ADSL) PPPoE,
Static IP, DHCP client

e |EEE 802.3, IEEE 802.3u standard

e 1.5KV magnetic isolation protection

ANTENNA CONNECTORS

e 2 x SMA-K connectors for 3G/4G

e 1 x SMA-K connector for 2.4G wireless LAN

e 1 x SMA-K connector for GPS

USB PORT

e 1xUSB Type A

e USB 2.0 standard

SERIAL PORT

e 1 xRS232/RS485/RS422 interface

e  Serial via terminal block with RX, TX, and GND

15KV ESD protection

1/0 PORT

e 2 XI/O interfaces

e  GPIO via terminal block

SYSTEM

e Reset Button

e LED indicators for Power, Network connectivity, Network
Signal and Wi-Fi

e 1 x Standard SIM/R-UIM with push-Button-to-release
Lockable Tray and 15KV ESD protection

g
y

IEEE 802.11b/g/n standard

300Mbps data speed

2.412 - 2.485 GHz frequency band support
AP, Client, Bridge mode

WEP, WPA, WPA2 encryption

NETWORK & ROUTING

e  Static, Policy route

e Port Forwarding

e RIP (V1/vV2)/OSPF/BGP route
e Dynamic DNS

FIREWALL & FILTER

e |P packet/Domain/MAC filter

e SNAT

e DNAT

e DMZ

e |PSec

e PPTP/L2TP client
e GRE/IPIP

e DMVPN

e OpenVPN

DEVICE MANAGEMENT

e Local or Remote Web Browser HTTP

e CLI/Telnet command line

e Intercel's Remote Cloud Management Platform

e SSH

REMOTE CLOUD MANAGEMENT

e View Online/Offline status of a device

¢ Remote terminal management and maintenance

e Check the status of internet data consumed at a specific
date

e Device location via GPS

e Debug remotely

e Flow statics and data analysis

POWER SUPPLY & CONSUMPTION

e 1 x4-pin Micro fit connector

e Wide range 9 - 30 VDC input voltage

e Power Consumption:
Idle: 4A0mA@+12VDC
Communications: 240mA@+12VDC
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2.4 - PHYSICAL DIMENSIONS AND INDICATORS

2.4.1 - PHYSICAL DIMENSIONS

s
— N -

8 f n‘:,f 5
® | & TR
= o 2 8

— 1 o
1=y 25
1
A 98 . 29, 7

Diagram 1 — Physical Dimension

Ultra eSAM Router
(Without External Antennas Attached)

Length 112.4 mm
Width 98 mm
Height 29.7 mm

TABLE 2 1.4 DIMENSIONS
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2.4.2 - FRONT PANEL

O o O

O

1O

©

Diagram 2 - Front Panel

Below is the list of front panel interfaces:

e 4 x antenna interfaces (SMA-K female connector)
e 1 x SIM card slot (1.8V/3.0V)

e 1 x RESET button

e 1 x USB Connection
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2.4.3 - REAR PANEL

@ 1 2 3 4 5 LAN LAN/WAN

1

Diagram 3 — Rear Panel

Below is the list of rear panel interfaces:

¢ 1 x5-PIN terminal block interface (RS232 serial port & GPIO)
e 2 x LAN interfaces
e 1 x 4-Pin micro fit power interface
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SECTION 3 - CONFIGURATION

Ultra eSAM can be configured via a web interface. You will need to connect your computer to the Ultra eSAM using an
Ethernet cable to access this interface.

The Web interface can be accessed using your web browser at IP address 192.168.8.1

To connect your computer to the Ultra eSAM, you must ensure that your Computer is assigned a valid IP address.
This IP Address must be assigned either:

Automatically from the Ultra eSAM modem (DHCP), or
Manually, by setting the IP address to 192.168.8.X where X is from 2 to 253.

Suggested Web Browser for the configuration of the Ultra eSAM are either Internet Explorer 8.0 or later, or Mozilla
Firefox 22.0 or later.

Open a web browser, power on the module, wait until the IP address of the PC is connected to the Ultra eSAM
modem. Now, type in the address bar 192.168.8.1, which is the default IP address of the modem. You will be
forwarded to the login page for entering Username and Password. By default, the Username and Password are both
"admin”. They should be changed through the web interface later.
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3.1 - BASIC CONFIGURATION

3.1.1 - LoGIN

To access the eSAM Configuration, open your web browser and go to the link “http://192.168.8.1/”". The default
Username and Password should be “admin”.

dd g

intercel e

; Build time: 170426-122127
go anywhere communication and data transfer Time: Wed Apr 26 15:30:39 2017

Username | I

Password l |

User Name: none Copyright @ 2013 | All Rights Reserved

FIGURE 1 3.1.1 LOGIN


http://192.168.8.1/
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3.2 - STATUS

Status provides basic information such as network status and settings of the Ultra eSAM.

3.2.1 - STATUS - BASIC INFORMATION

Login to the web interface of Ultra eSAM.

Click “Status > Basic information”. The “Basic Information” tab will automatically appear.

Router SN 8900R20171151000
Hardware Varsion V11
Software Version V1.0.0 171221

FIGURE 2 3.2.1 STATUS - BASIC INFORMATION

PARAMETER DETAILS
Router SN Router Serial, No information
Hardware version Router hardware version
information
Software version OS and application software
information

TABLE 3 3.2.1 STATUS - BASIC INFORMATION
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3.2.2 - STATUS - LAN

Click “Status > LAN” to open “LAN” tab.

LAN Status Enable
P 192.168.8.1
Subnet Mask 255.255.255.0
MAC 00:50:C2:15:77:.0A
Client List
client name 1P Address MAC Address
- 192,168.8.113 00:ee:za;bbicc:dd

FIGURE 3 3.2.2 STATUS - LAN

PARAMETER DETAILS

LAN status LAN connectivity — either
Enabled or Disabled

IP address Show the IP address

Subnet Mask Displays Subnet mask

MAC address Shows the mac address of the
router

TABLE 4 STATUS - LAN
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3.2.3 - STATUS - WLAN

Status of WLAN will show If you are connected via Wi-Fi or not, as well as some details on your Wi-Fi status.

Click the “Status > WLAN" to open “WLAN” tab.

Basic Information
Work Mode ap
SSID admin
AP Isolation disable
Channel 1
Network Mode n
MAC Address 00:50:C2:49:50:29
IClient List
IP Address MAC Address
Refresh
FIGURE 4 3.2.3 STATUS - WLAN
PARAMETER DETAILS
Work Mode Shows the WLAN mode:
AP/Station/Repeater
SSID Displays identification of AP
AP Isolation Displays the AP Isolation
Channel Displays AP working channel

Network Mode

The network mode is used by the
current AP.

MAC Address The physical address of a device.
IP Address The IP address of the WLAN client.
MAC Address The physical address of the WLAN

client.

TABLE 6 3.2.5 STATUS - WLAN
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3.2.4 - STATUS — MODEM

Click “Status > Modem” to open “Modem” tab.

modem
Madem Select 0
Up Time 1307 seconds
Madem Status connected
Network Type LTE
Signal alllz3)
1P Address 10.163.29.13
DNS 120.80.80.80
SIM Status ready
SIM ICCID 89860117851015028522
SIM IMSI 460019488626484
Lac 9537
CELLID 112981003
FIGURE 5 3.2.4 STATUS — MODEM 2
PARAMETER DETAILS
Modem Select Displays the modem name
Up Time Displays the uptime of the Modem

Modem Status

Displays router’'s mobile connectivity

Network type

Type of the current network.

Signal

Signal Strength of the mobile network

Range: 1-31

IP Address Displays the external network IP
address assigned by mobile network

DNS Displays DNS assigned by mobile
network

SIM Status Status of the current SIM

FIGURE 6 3.2.3 STATUS - MODEM



3.2.5 - STATUS - ROUTING TABLE
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Click ‘Status’ > ‘Routing Table’ to open “Routing Table” tab.

Static Route
| Gateway | mteface ]  mMetic |
[ 0.0.0.0 Il 0.0.0.0 i 120.157.21.37 [ modem [ 1 ]
[ 120.157.21.36 [ 255.255.255.252 i 0.0.0.0 i modem i 0 ]
[ 192.168.8.0 [ 255.255.255.0 [ 0.0.0.0 i bro [ 0 ]
[ 192.168.10.0 [ 255.255.255.0 | 0.0.0.0 [ eth0 [ 0 ]
Policy Route
[ Wewok | | Gateway | [ Poy ||
Refresh
FIGURE 6 3.2.5 STATUS — MODEM 1
PARAMETER DETAILS

Network

IP address the router can reach

Subnet Mask

IP network the router can reach. It is used
together with “Network”

Gateway

Next hop IP address which the router will
reach

Interface

Interface from router to gateway

Metric

Route No which the router reaches
destination IP

Priority

Priority the router select route

TABLE 7 3.2.4 STATUS - ROUTING TABLE
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3.3 - NETWORK CONFIGURATIONS

3.3.1 - NETWORK - LAN

You can set the parameters of LAN.

Single click “Network > LAN”. The “LAN” tab will automatically appear.

Enter desired LAN parameters.

Single click “Save”, to save settings.

After changing the LAN IP, if the web page doesn’t respond anymore, please makes sure your PC address is on
the same network segment. You can set a new IP on your PC to ensure that.

HPowbdPE

Host Name router * Max length is 32
1P1 192,168.8.1/24 * eg. 192.168.8.1/24
IP2

1P3

P4

Loopback Address eg. 10.1.1.1/24

=3 =3

FIGURE 8 3.3.2 NETWORK — MODEM
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3.3.2 - NETWORK - MODEM

Ultra eSAM functions as a modem allowing other devices to connect to the internet via the Mobile Network. The
Modem screen displays the configuration used by the Ultra eSAM to connect to the 3G/4G network.

1. Single click “Network > Modem”.

2. Single click “add”, and it will display the following page.

modem

——z_-m-
I [ testaec. | | [ = IIIHIIIIHII

I =3

FIGURE 9 3.3.2 NETWORK — MODEM

Auto-Dialup [Enable |

Basic Settings

Interface Name | * Max length is 12

|

APN I | Max length is 64
Service Code ] | Max length is 64
Username ‘7 | Max length is 64
Password \ Max length is 64
PIN 0 | Max length is 64
Network Type lauto V|

Connection mode “ahcpi;

Advanced Settings m

FIGURE 10 3.3.2 NETWORK - MODEM 2
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3. Single click “Display” button for Advanced Settings, and the following page will open

Authentication
CHAP ®' Negotiation "/ Disable
PAP ®) Negotiation ' Disable
MS-CHAP '®) Negotiation "/ Disable
MS2-CHAP '® Negotiation Disable
EAP ® Negotiation ' Disable
Compress
Compression Control Protocol Require ‘® Disable
Address/Control Compression ) Require ® Disable
Protocol Field Compression "' Require '® Disable
V] TCP/IP Header Compress ' Require '® Disable
Connection-ID Compression Require ‘® Disable
More
Debug ® Enable Disable
Peer's DNS ® Enable Disable
LCP Interval 30 1-512s
LCP Retry 5 1-512 times
MTU i 128-16384 B
MRU 128-16384 B
Local IP eg. 192.168.8.1
Remote IP eg. 192.168.8.254

FIGURE 11 3.3.4 NETWORK - MODEM 3

4, Input required settings.

5. Single click “Save”, to save settings”.

Professional

nomppe: Disable Microsoft Point to Point Encryption.
mppe required: Enable Stateful Microsoft Point to Point
Encryption.

mppe stateless: Enable Stateless Microsoft Point to Point
Encryption.

nodeflate: Disable Deflate compression entirely.
nobsdcomp: Disables BSD-Compress compression.
default-asyncmap: Disable asyncmap negotiation.

FIGURE 12 3.3.2 NETWORK - MODEM 4
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3.3.3 - NETWORK - PARAMETER SELECT

Ultra eSAM’s ‘Parameter Select’ function is used as a multi-function switch and could function as a VPN parameter
switch, SIM parameter switch, or multi-server switch.
1. Single click “Network > Parameter Select”.

2. Add, modify, delete, enable and disable the parameter select rule.

I | 60 | I Im@@@

1 =3

FIGURE 13 3.3.3 NETWORK - PARAMETER SELECT 1
3. Single Click “Add” to get to the following page.

[ RieName | Name ] Check Method [ opertion ||
stous ensie |oaic
Basic Settings
Rule Name [ \ -9
Interval 60 |* 15125
Retry Times E |* 1512
Running Timeout [ |1-65535 s

select an interface to check

Interface Name l_i'_'!‘_Q‘_’_@_"" LS|

Check Method [state v |

 ndd |
=

FIGURE 14 3.3.3 NETWORK - PARAMETER SELECT 2
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4. Input required settings from the table below:

PARAMETER DETAILS OPERATION
Status If ‘Enabled’ only one rule runs * Enable
at a time. If it fails when ® Disable

checked, the next rule starts
running

For status ‘Disabled’ rule: All
related interfaces also become
disabled.

Basic Settings

Rule name

Name value decides running
order

Value area : [0,9]

Interval/Retry Times

Check interval and retry time, if
all checks fail, it will switch to
the next rule

Value area : 1~512
Units: seconds/time
Default: 60/3

Running timeout

U Not available for rule O
U This parameter restricts
current rule, when timeout
occurs, it switches to rule 0. If
rule 0 is not set, it switches to
the next rule.

Value area : 1~65535
Units: seconds

Select an interface to check

Interface name

Sets related modem interface

Dropdown List

Check method

If ‘State’ is selected, router will
check link state

If ICMP’ is selected, router will
ping the ICMP IP address to
check if the internet is avalible

Dropdown List
® state
* ICMP

TABLE 5 3.3.3 PARAMETER SELECT

5. Click on ‘Save’ to save the settings.
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3.3.4 - NETWORK - NETWORK TYPE

1. Single click “Network > Connection type”.

Default Route | modem ¥
DNS Type interface ¥ |
Interface Name modem V¥ |

=

FIGURE 15 3.3.4 NETWORK - NETWORK TYPE

2. Input required settings.

PARAMETER DETAILS OPERATION
Default route Default route Dropdown List;
modem
ethO
ethl
DNS type If Interface is selected, it will Dropdown List
determine DNS automatically interface
custom
DNS1/DNS2 Manually sets DNS Example: 8.8.8.8
Interface name Router will get DNS address Dropdown List
from this interface modem
ethO

TABLE 6 3.3.4 NETWORK - NETWORK TYPE

3. Single click “Save”, to save settings.
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3.3.5- NETWORK - DHCP SERVER

DHCP (Dynamic Host Configuration Protocol) is a LAN protocol which enables the router to assign IP Addresses to its
Clients automatically. This removes the requirement to assign IP Addresses to each device manually.

Basic Settings
Domain Name \ Max length is 32
1P Pool b0 v
Gateway Type | default ¥ |
DNS Type | default ¥ |
Lease Time ;3600 \ * 120-86400 s
P [ | * eg. 192.168.8.1
MAC [ | * eg. 00:1A:4D:34:81:8E

ndd
w1  mc | opemton |

FIGURE 16 3.3.5 NETWORK - DHCP SERVER
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PARAMETER DETAILS OPERATION
DHCP Server Enable or Disable the DHCP server ® Enable
® Disable

Basic settings

IP Pool The DHCP client can automatically choose its Dropdown List
IP Pool range from a given interface, or it can ® br0
be assigned manually using the ‘custom’ ® custom
option.
Start IP When IP Pool is set to ‘custom’, this is the Manual input
start of the IP Range the DHCP Server will Format : A.B.C.D/Mask
offer to clients. Example : 192.168.8.2
End IP When IP Pool is set to ‘custom’, this is the Manual input
end of the IP Range the DHCP Server will Format : A.B.C.D/Mask
offer to clients. Example : 192.168.8.254
Gateway DHCP client access gateway IP source — the Dropdown List
Type gateway the DHCP server will assign to Default value : default
clients
DNS Type The source of the DNS IP Address that the Dropdown List
DHCP Client will provide to clients. We ¢ default
generally do not recommend modifying this * modemethO
configuration. * br0
® custom
Lease Time When the DHCP Server provides an address Value area : 120-86400

to a client, it only leases it for a set amount of
time. Once this expires, the IP will be freed
and the client must apply for a new address.

Units : seconds
Default value : 3600

IP & MAC Bindings

P

Used to set a specific IP to a specific client.
This specifies the IP to be set to that specific
client.

Manual input
Format : A.B.C.D/Mask
Example : 192.168.8.2

MAC

This specifies the MAC Address of the Client
that will receive the IP Address entered above.

WORD Type MAC Format
Example: 00:1A:4D:34:B1:8E

TABLE 7 3.3.6 NETWORK - DHCP SERVER
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3.4 - APPLICATION PROGRAM CONFIGURATION

3.4.1 - APPLICATIONS - ICMP CHECK

ICMP allows the router to determine if the connection it has through the modem is still active. If reception is lost after
initialising the connection, the modem may not know it is no longer connected. ICMP routinely pings a given IP
address to check if the network is down and if it is unable to maintain a connection it will execute a provided operation
to restore network connectivity.

1. Single click “Applications > ICMP Check” and “ICMP Check” tab will automatically appear.

FIGURE 7 3.4.1 APPLICATIONS - ICMP CHECK 1

2. “Add’, “Modify”, “Enable”, and “Disable” the functions of “ICMP check”. Single Click “Add”.

ICMP Check Service

Disabl

Basic Settings

Rule Name * Max length is 12

i

Check Type

Destination Address

licmp V|

r
\www.google.com.au

* Max length is 64

Destination Backup ‘8ﬁ888 Max length is 64
Normal Interval S * 1-65535 s
Retry Times 5 ) | * 1-65535
Source Interface ' rﬁ’didejfiﬁ ]

Timeout Action | reboot v |

5o rer

FIGURE 8 3.4.1 APPLICATIONS - ICMP CHECK 2
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3.4.2 - APPLICATIONS - DDNS CONFIGURATION

Once connected to the internet, the Modem will be assigned an IP Address by the Internet Service Provider (ISP).
This IP Address can then be used to connect to the modem remotely over the internet — however, the assigned
Address is not fixed and may change in the future. To maintain connectivity, the router is able to connect to a Dynamic
DNS Service in order to provide a fixed IP address through the DDNS Service.

DDNS Service

Basic Settings

Service Provider @ES—'—i

Server Port | 1-65535
Username * Max length is 64
Passwiord * Max length is 64
User Domain 7 * Max length is 64
Update Interval A 120-86400 s

3 =3

FIGURE 9 3.4.2 APPLICATIONS - DDNS CONFIGURATION 1
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PARAMETER DETAILS OPERATION
DDNS Service Set DDNS service function to Button
Enable/Disable Enable
Disable

Basic Configuration

Service Provider

Select the DDNS service provider that
you wish to use.

Dropdown List options
3322

88ip

Dnsexit

Dyndns

Zoneedit

changeup

custom

Server I[P or Domain

When "custom" in "service provider" is
selected, "Server IP or Domain" will
need to be configured with the IP or
domain of the DDNS Server.

For customised protocol, please
contact our technical support.

When "custom" in "service
provider" is selected,
"Server IP or Domain" will
be configured. The default
is standard DDNS protocol.
For customized protocaol,
please contact our technical
support.

Basic Configuration

Server Port

Set the port number of the DDNS
server provided by the service
provider. The default port number is
80

Value area: 1~65535

If empty, the default port is
80

Username/Password Set username/password of the DDNS  Normal WORD type/CODE
service registered in the service type, max 64 bytes
provider

User Domain Set the domain of the DDNS service Normal WORD type, max

provided by the service provider

64 bytes

Update Interval

Set the interval of the DDNS client
obtains new IP, suggest 240s or
above

Value area: 120~86400
Unit: seconds

TABLE 8 3.4.2 APPLICATIONS - DDNS CONFIGURATION
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3.4.3 - APPLICATIONS - DTU CONFIGURATION

DTU (Data Transfer Unit) is used to transfer RS232 serial data across the internet. ULTRA ESAM supports TCP/UDP
Client/Server mode.

Click “Applications > DTU” to open “DTU” tab.

DTU Service |Enable |

Connaction Type dtu v

Basic Settings

Work Mode Server ¥

Local Port * 1-65535

Protocol * TCP ) UDP

Received Timsout * 1-65535 ms

R5232 Data Timaout * 1-65535 ms
Rs232 Setting

Rate 300 r

Parity nane ¥

Databits 5

Stopbits 1

=

FIGURE 19 3.4.3 APPLICATIONS - DTU CONFIGURATION
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PARAMETER DETAILS OPERATION
DTU Service Enable or Disable DTU Service DTU Service options
® Enable
® Disable

Basic Configuration

Work Mode Server: 3G/4G router act as TCP/UDP server Select from Dropdown List
Client: 3G/4G router act as TCP/UDP client Server
DDPClient: 3G/4G router act as UDP client with Client
Intercel protocol DDPClient

Local Port DTU service port Specify the port number:1-

65535

Basic Configuration

Protocol of TCP/UDP connection

TCP protocol is a connection-oriented reliable
transport protocol for high-reliability requirements
and for communication efficiency, which is not high
degree of sensitivity of the occasion

UDP protocol is a connectionless unreliable
transport protocol, suitable for relatively high-
efficiency requirements, and the occasion of
relatively low reliability

Protocol Select protocol: TCP or UDP
Note:

When the work mode is "DDP
clients," only support "UDP
protocols used in conjunction

with the DDP protocol.”

Timeout for the DTU Service. When this time is
exceeded, it will assume that the data sent over
TCP/IP or UDP is complete.

Received Timeout Specify time according to your
need
data:1-65535ms

Default value:500

Units: ms
RS232 Data Timeout  Timeout for RS232. When this is exceeded, it will Specify time according to your
assume that data sent via RS232 is complete. need

data:1-65535ms
Default value:500
Units: ms

Server Configuration

Format : A.B.C.D/Mask or
Word Type

Server IP or Server IP or domain

Domain

Server Port Server port number Port number:1-65535

The reconnect interval is DTU client fails to
connect to DSC server

Connect Interval Manually input:1-65535

Units: second

Retry Times The retry times is DTU client fail to connect to

DSC server

Manually input:1-65535

Heartbeat Settings

Heartbeat Data Customize heartbeat data content Manually input, max length

is 64
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Heartbeat
Interval

Set heartbeat interval (when there is no data
transfer, the router sends the heartbeat data
content every heartbeat interval)

Manually input:1-65535
Units: second

RS232 settings

Rate

Set the serial port transfer rate

Select from the dropdown
list, according to the
practical settings of DTU
serial port Default: 115200

Parity

Set the data parity

Select from the dropdown
list,

according to the practical
settings of DTU serial port
Value: None, Odd, Even
Default: None

Data bit

Set the data transfer bit

Select from the dropdown
list,

according to the practical
settings of DTU serial port
Value: 5,6,7,8

Default: 8

Stop bit

Set the data stop bit

Select from the dropdown
list,

according to the practical
settings of DTU serial port
Value: 1,2

Default: 1

TABLE 9 3.4.3 APPLICATIONS - DTU CONFIGURATION
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3.4.4 - ApPLICATIONS - MODBUS CONFIGURATION

The Ultra eSAM router system supports the built-in Modbus communication protocol, using the RS232, RS485 or
Ethernet port to transmit Modbus data packets and the serial port or to the network port to communicate.

6. Wiring: Connect the TX, RX, GND of the device to RX, TX, GND of the lower computer
respectively.
7. Click Application Settings> DTU / MODBUS Configuration.

Select "Modbus" for the connection type, open the "MODBUS Configuration” tab, and select a different operating
mode, as shown in Figure 4-16, Figure 4-17, Figure 4-18 and Figure 4-19.

m When "modbus_rtu_master" and "modbus_ascii_master" are selected as the "working mode",
S , the "serverA ip" tab and the "serverA port" tab will be displayed.

=/ CAUTION When "modbus_rtu_slave" and "modbus_ascii_slave" are selected as the "working mode", the

"Local Port" tab will be displayed. As shown in the figures below.

DTU Service Enable |

Connection Type rmodbus ¥

Waork Mode modbus_rtu_master ¥
Connect Timeout *g
Modbus Timeout * ms

Master Setting

serverh ip * Max length is 64
serverd port * 1-65535

Rs232 Setting

Rate 300 r
Parity nane ¥
Databits 3
Stopbits 1

FIGURE 20 3.4.4 APPLICATIONS - MODBUS CONFIGURATION
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PARAMETER DETAILS OPERATION
Basic Configuration
Work Mode MODBUS working mode, can be set as: Drop-down list.
modbus_rtu_master:; The serial port of the router is RTU
Master.
modbus_rtu_master:; The serial port of the router is RTU
Slave.[]
modbus_ascii_master: The lower serial port of router is
ASCII Master.

modbus_ascii_slave: The lower computer of router serial
port is ASCII Slave.

Connect Timeout Modbus TCP connection timeout interval, TCP connection  Input manually.
failure timeout interval will reconnect TCP. Unit: second
Modbus Timeout The data sent by the Modbus Master expires. The master  Input manually.

sends the data and does not receive the data returned by  Unit: millisecond
the Slave. Then the next action (determined by the
Master) is executed.

Server A IP Slave IP. Input manually.
Unigue in Master mode.

Server A port Slave port. Input manually.
Unigue in Master mode.

Local port Slave port. Input manually.
Unigue in Slave mode.

Serial port parameter setting

Rate Serial data transfer rate. Drop-down list.
Set according to the
actual serial port of DTU.
Default: 300

Parity Data verification method. Drop-down list.
Set according to the
actual serial port of DTU.
Value range: None, Odd,
Even
Default: None (no parity)

Databit Data transmission bit. Drop-down list.
Set according to the
actual serial port of DTU.
Value range: 5,6,7,8
Default: 5

Stopbit Data stop bit. Drop-down list.
Set according to the
actual serial port of DTU.
Value range: 1,2
Default: 1

TABLE 18 3.4.4 APPLICATIONS -MODBUS CONFIGURATION
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3.4.5 - APPLICATIONS - DIDO CONFIGURATION

DIDO (Digital Input Digital Output), is used to monitor equipment GPI/O high level input. If it meets a given trigger
condition, the Ultra eSAM can trigger a GPI/O level output and/or SMS output.

The DIDO Service can be found under Application > DIDO

DIDO Service [Enable |
Trigger Settings
GPI SQUARE-WAVE COUNT ¥
Filtering * (*100ms)
Counter Trigger *
Counter Period * (*100ms)
Counter Active LO_TO HI »
Counter Start * (*100ms)
Alarm Settings
GPO Enable ® Enable Disable
Alarm Action SQUARE-WAVE COUNT ¥
Power On Status Low ¥
Delay * (*100ms)
Low * (*100ms)
High * (*100ms)
Output *
Recaver Time *s5
SMS Enable i®] Enable Disable
SMS Num =
SMS Msg *

=3 =3

FIGURE 21 3.4.5 APPLICATIONS - MODBUS CONFIGURATION
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PARAMET
ER

DETAILS

OPERATIONS

Trigger Settings

GPI Trigger mode, GPI input level. Drop-down list.
HIGH: Trigger condition is high Low level is below 5V
LOW: Trigger condition is low High level is 5V ~ 36V
SQUARE-WAVE COUNT Trigger condition is square Default: HIGH
wave
Filtering The duration of the GPI input to reach the trigger Input manually.
condition. Unit: hundred milliseconds
Counter Trigger The number of transitions required to trigger the DIDO Input manually.

Service.

Counter Period

The amount of time required for an input signal to trigger
the DIDO Service.

Input manually.
Unit: hundred milliseconds

Counter Active

Determine the shape of the square wave
LO-TO-HI : The square wave is from low to high.
HI-TO-LO : The square wave is from high to low.

Drop-down list.
Default value: LO-TO-HI

Counter Start

The time since the DIDO process began to detect square
wave input

Input manually.
Unit: hundred milliseconds

Alarm settings

GPO Enable Enable or disable GPO alarm mode Button.
Enable Default: Enable
Disable

Alarm Action GPO alarm mode, GPI port output level. Drop-down list.

HIGH: GPO alarm is high

LOW: GPO alarm mode is low

SQUARE-WAVE COUNT: GPO alarm mode is square
wave

Default: HIGH

Power-On Status

The GPO defaults after the device is powered on
HIGH: GPO defaults high
LOW: GPO defaults to low

Drop-down list.
Default: LOW

Delay After the condition is triggered to output square wave time  Input manually.

Unit: hundred milliseconds
Low Square wave output low sustained after the time Input manually.

Unit: hundred milliseconds
High Square wave output sustained high time Input manually.

Unit: hundred milliseconds
Output The number of square waves output by the GPO at the Input manually.

trigger condition

Recover Time

Wait for the recovery time to trigger again after the device
alarms

Input manually.
Unit: second

Keep on

GPO output level duration

Input manually.
Unit: hundred milliseconds
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SMS Enable Enable / Disable SMS alarm mode single button.
Default: Disable

SMS Num The phone number to send SMS alerts Input manually.

SMS Msg SMS message alert to send the contents of the message Input manually.

m NOTE

TABLE 19 3.4.5 APPLICATIONS -MODBUS CONFIGURATION

1. Click “Save” to complete the DIDO configuration.

The DIDO function needs to be used with the GPIO port of the serial port
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3.4.6 - APPLICATIONS - GPS CONFIGURATION

GPS is to transfer GPS data the device gets from the GPS satellite system. It uses UDP protocol.

Click “Applications > GPS” to open the “GPS” window

GPS Service

Basic Settings
Work Mode \(Ehe_nt_'_]
Local Port ‘ 1-65535
Protocol TCP ® yUDP
Server IP or Domain * Max length is 64
Server Port ' * 1-65535
Packet header Max length is 64
Packet tailer | Max length is 64
GPS report interval 120 s

| sove [ pefresh |

FIGURE 22 3.4.6 APPLICATIONS - GPS CONFIGURATION

PARAMETER DETAILS OPERATION
GPS Service Enable or Disable GPS Service GPS Service options
* Enable
® Disable

Basic Configuration

Work Mode Set the work mode of the GPS Select from the dropdown list,
Default: Client

Product Mark The identification of the router Word Type, max length is 64
GPS, used for identifying the
device
Local Port The router port for reporting the Value: 1-65535
GPS data
Server IP or Server IP or domain for getting Format : A.B.C.D/Mask or Word Type
Domain the GPS data
Server Port Server port for getting the GPS Value:1-65535
data

TABLE 10 APPLICATIONS - GPS CONFIGURATION
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3.4.7 - APPLICATIONS - SNMP CONFIGURATION

SNMP (Simple Network Management Protocol) can monitor routers remotely and monitor the status of routers
(Support interface status check, like VPN, modem etc.).

Click “Applications >SNMP” to open the “SNMP” tab.

SNMP Service [Enable |

Basic Settings

Port * 1-65535
Community * Max length is 32
Trap IP eg. 192.168.8.1
Trap Port 1-65535
Loopback Status Enable Disable

3 =

FIGURE 23 3.4.6 APPLICATIONS - SNMP CONFIGURATION
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3.4.8 - APPLICATIONS - M2M CONFIGURATION

Ultra eSAM has embedded a WMMP (Wireless Machine-to-Machine Protocol) to connect with an M2M (Machine-to-
Machine) platform which can remotely monitor and manage the routers and its network. Its configuration is as
follows:

Click “Applications > M2M” to open M2M configuration tab.

To configure the Modem to work with the eSAM cloud service, enter the parameters shown below:

M2M Service Enable | Disable
Basic Settings
Server IP or Domain 477466233 ; * Max length is 64
Server Port 5002 | * 1-65535
Status conneted

E3 =3

FIGURE 24 3.4.7 APPLICATIONS - M2M CONFIGURATION
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3.4.9 - APPLICATIONS - TIMING CONFIGURATION

This application is to control the online time of the router to better manage the network and save 3G/4G data. Ultra
eSAM can add several online periods as per the user’s requirement (e.g. hours per day). Additionally, this application
can support triggering tasks at a given time point (e.g. redial or reboot at 00:00).

1. Click “Applications > Timing” to open “Timing” tab.

_
[ fobooon__| [ wo | @@ [ BT L & ) & ]

I B3

FIGURE 25 3.4.9 APPLICATIONS - TIMING CONFIGURATION 1

2. To add a timing task, please click “Add”.

Basic Settings

Task Name ! * * Max length is 12

Task Type | custom v

Schedule '7 * Max length is 64
Set Time

Time Type \range V|

Clock [ :[ ]-[ ]:[ ]eq. 00:00-23:59

Day ; |- | 7' eg. 01-31

Week 1- [ | eg. 1-7

FIGURE 26 3.4.9 APPLICATIONS - TIMING CONFIGURATION 2
Configure timing task parameter.

4. Single click “save” icon to finish “Timing” configuration. The “range” selection requires system
clock enable (that is to say the NTP server), while the “interval” selection does not.

w
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3.5 - VPN CONFIGURATION

Ultra eSAM supports VPN (Virtual Private Network) including L2TP/PPTP/GRE/IPIP/IPSEC. Moreover, it
supports VPN OVER VPN, e.g. GRE over IPSec, IPSec over PPTP/L2TP/GRE/IPIP.

3.5.1- VPN -VPDN CONFIGURATION

VPDN stands for Virtual Private Dial-up Networks. Currently VPDN supports L2TP and PPTP

1. Single Click “VPN > VPDN” to open “VPDN” tab.

Tunnel secrets i Max length is 64

3 =3

FIGURE 10 3.5.1 VPN - VPDN CONFIGURATION 1

2. Click “Add” to add a new VPDN rule.

VPDN Service m

Basic Settings

Interface Name [l * Max length is 8

Protocol 7pptp' |

Server IP or Domain [ * Max length is 64

Username \ | Max length is 64
Password \ Max length is 64
Advanced Settings Display

FIGURE 28 3.5.1 VPN - VPDN CONFIGURATION
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After a VPDN rule is added, the router will establish VPN communication with service address automatically. To see
the tunnel status, click "View" in "Tunnel" tab.

PARAMETER DETAILS OPERATION
VPDN service To enable or disable the Click “Enable”
VPDN rule

Basic Settings

Interface name

Name of this VPDN rule

Cannot be modified after save.

Protocol

VPDN protocol, either:
L2TP
PPTP

Select from Dropdown List, cannot be
modified after save.

Service |IP or Domain

IP or domain of server

To input the IP or domain of server to
be visited.

Username

Username of server

To input the username.

Password

Password of server

To input password.

Advanced settings

Advanced parameter of
PPP link

Click “Display”

TABLE 11 3.5.1 VPN - VPDN CONFIGURATION



uira @SAM

3.5.2- VPN - TUNNEL CONFIGURATION

Tunnel technology transfers data between networks over the internet. Packets are passed through the tunnel in order
to link two physically isolated networks into one logically linked network. Ultra eSAM supports GRE and IPIP Tunnel
Modes.

GRE (Generic Routing Encapsulation, Generic Routing Protocol Encapsulation) allows for network packets to be
contained within IP packets, suitable for transmission over the internet. This allows for two network devices to be
joined over the internet as if they were joined physically by a network cable. The main functions of the GRE protocol
are internal protocol encapsulation and private address encapsulation.

An IPIP tunnel is a simple solution for IP packet encapsulation between two routers. The IPIP tunnel interface will
function like a physical interface in the interface list and is supported on many routers.

1. Click “VPN > Tunnel” to open “Tunnel’ tab.

I B3

FIGURE 29 3.5.2 VPN - TUNNEL CONFIGURATION

2. Click “Add” to add a new tunnel.
3. Configure Tunnel rule parameter

PARAMETER DETAILS OPERATION
IP Tunnel Service To enable or disable IP tunnel service Click “Enable”

Basic Settings

Tunnel name Name of the tunnel, cannot be modified after Input the name of
configured tunnel

Tunnel Mode Tunnel mode: Select from
® gre Dropdown List
® ipip

Local virtual IP Virtual IP address of local tunnel Format: interface

type A.B.C.D/M.

Peer virtual IP Virtual IP address of peer tunnel Format: interface

type A.B.C.D/M.

Interface type To choose “interface” or “static IP” Select from

Dropdown List.

Local External This parameter will need to be set if “interface” is Select from

interface selected in “interface type”. Choose any Dropdown List.
connected interface as an external interface.

Local external IP This parameter needs to be set if "static IP" is Format: interface
selected for "interface type". It is to set IP type A.B.C.D/M.
address to external network

Peer external IP External interface IP of counterpart network Format: interface
tunnel. Usually, a public IP address also can be type A.B.C.D/M.
aLAN IP

TABLE 12 3.5.2 VPN - TUNNEL CONFIGURATION
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3.5.3-VPN - IPSEC CONFIGURATION

1. Click “VPN > |IPSec” to open “IPSec” tab.

Phasel

[ Poiomame | ey ] Hash | Auheotcton | Operaton ||

Phase2

[ PoigMame | ooyt ] Hash | Remotesubnt |  Operstion |

1PSec Interface

[ tefacename | Encrypt Interface [ opemten ]|

1 =3

FIGURE 30 3.5.3 VPN - IPSEC CONFIGURATION 1

2. Click “Add” to add a new IPSec rule. There are 3 phases of IPSec configuration:

Basic Settings
Select ® phasel ' Phase2 - Ipsec
Policy Name 1 * Max length is 12
Initiate Mode ]@]
Encrypt [des  v]
Hash |ELT—'1
Authentication lpsk v |
Pre Share Key 1 [ * Max length is 64
Self Identify i \ Max length is 64
Match identify ] [ Max length is 64
IKE Lifetime 28800 | * 120-86400 s
Group Name | group768 ¥ |
DPD Service ' Enable '® Disable
DPD Delay 30 |1-512s
DPD Retry Times 4 | 1-512 times

FIGURE 31 3.5.3 VPN - IPSEC CONFIGURATION 2
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3. Configure phase 1 configuration.

PARAMETER DETAILS OPERATION
Basic Settings
Select To select which phase of Select “Phase 1”

IPSec, phase 1, phase 1 or
phase IPSec

Policy Name Name of phase 1, mainly to To input the name of phase 1.
match phase “IPSec” Cannot be changed after save.
Initial Mode To choose “main” or “aggr” Select from Dropdown List,
“aggr” is recommended
Encrypt Supports 3des and aes Select from Dropdown List
Hash Supports md5 and shal Select from Dropdown List

Authentication

To select authentication

Select from Dropdown List,
presently only “PSK”
supported

Pre Share Key

To set pre-share key

Max 24 letters

Self Identify

To set the self ID of IPSec

To input, the ID, need to match
the ID of another side

Match ldentify

To input the match ID of
IPSec

To input match ID, need to
match ID of another side

IKE Lifetime Lifetime of IKE key Value area: 120~86400
Unit: second
Group Name Select group Select from Dropdown List
DPD Service To enable DPD service To click “Enable”
DPD Delay To set DPD check interval Manual input
time Value area: 1~512
Unit: second
DPD Retry Times Max times to continuous DPD Manual input

check failure.

Value area: 1~512

TABLE 13 3.5.3 VPN - IPSEC CONFIGURATION

4. Click “save” to finish phase 1 configuration.

@ In above parameters, “Initial Mode”, “Encrypt”, “Hash”, “Authentication” “Pre-Share Key”, “IKE Lifetime”,
o/ CAUTION “Group Name” need to match parameter of IPSec server. “Self-Identify” and “Match Identify” needs to
match “match Identify” and “Self-Identify” of IPSec sever respectively.

5. Click “Add” to add a new IPSec rule



6.
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Basic Settings

Select

Phasel '® Phase2

Ipsec

Local Subnet

Remote Subnet

Policy Name * Max length is 12
Encryption Protocol esp v

Encrypt | des v

Hash mds ¥

PFS | open ¥

Group Name group768 Y

Lifetime 3600 | ¥ 120-86400 s
Local Protoport | eg. 47:0

Remote Protoport eg. 47:0

Transport Mode auto

* eq. 192.168.8.0/24
| * eg. 192.168.88.0/24

E3 BT

FIGURE 32 3.5.3 VPN - IPSEC CONFIGURATION 3

Configure phase 2 configuration.

PARAMETER

DETAILS

OPERATION

Basic Settings

To select which phase of IPSec,

Select “Phase 2”

Select phase 1, phase 1 or phase IPSec
Policy Name Name of phase 2, mainly to match To input the name of phase 2. Cannot
phase “IPSec” be changed after save
Encryption Supports esp, ah, ah+esp Select from Dropdown List
Protocol
Encrypt Supports des, 3des, aes Select from Dropdown List
Hash Supports md5 and shal Select from Dropdown List
Group Name Need to be configured, when PFS Select from Dropdown List
is “open”, to set the key length of
SA initial of phase 2
PFS To open or close PFS Select from Dropdown List
Lifetime IPSec SA key lifetime Value area: 120~86400

Unit: second

Transport Mode

Supports tunnel, transport, and
auto.

Select from Dropdown List

Local Subnet

Set local subnet

No need to set for “transport” mode, only

for “auto” and “tunnel”’. Format:
A.B.C.D/M

Remote Subnet

To set local subnet

No need to set for “transport” mode, only

for “auto” and “tunnel”’. Format:
A.B.C.D/IM

7.

TABLE 14 3.5.3 VPN - IPSEC CONFIGURATION 2

Click “save” to finish phase 2 configuration.
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8. Click “Add” to add a new IPSec rule.

Basic Settings

Select Phasel Phase2 '® Ipsec

Interface Name | * Max length is 12
Match Phasel Y]

Match Phase2 v |

Destination IP or Domain | * Max length is 64
Encrypt Interface bro v

s e

FIGURE 33 3.5.3 VPN - IPSEC CONFIGURATION 4

9. Configure IPSec configuration

PARAMETER DETAILS OPERATION
Basic Settings
Select To select which phase of IPSec, phase  Select “IPSec”
1, phase 1 or phase IPSec
Interface Name Name of this phase Input name
Match Phasel To select a matching name of “phase1”  Select from Dropdown List.
Match Phase2 To select a matching name of “phase2”  Select from Dropdown List
Destination IP or Domain counterpart IPSec server IP or domain  Input counterpart IPSec server
IP or domain
Encryption Interface To select binding interface of IPSec. To  Select from Dropdown List

bind VPDN/modem/br0 as a local
interface of IPSec initial can support
IPSec OVER VPDN. In addition, after
binding, IPSec rule will change as per
the charge of bonded interface. Thus,
can resume link of IPSec dialling
interface and keep IPSec linked as
soon as possible

TABLE 15 3.5.3 VPN - IPSEC CONFIGURATION 3

10. Click “Save” to finish IPSec configuration.
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3.5.4-VPN - OPEN VPN CONFIGURATION

Open VPN implements a VPN built atop the Open SSL Library. Compared with a traditional VPN, it is simpler and
easier to use.

The UDP Protocol is enabled by default and is recommended, but TCP is also available.

Open VPN connections can transverse thorough most proxy servers and through Network Address Translation. Its
server side configures some network configuration information (including IP address, route configuration and so on)
on the client. Open VPN offers two types of interfaces for networking via the Universal TUN/TAP driver. It can create
either a layer-3 based IP tunnel (TUN), or a layer-2 based Ethernet TAP that can carry any type of Ethernet traffic.
Port 1194 is the official IANA (Internet Assigned Numbers Authority) assigned port number for Open VPN.

Single Click "VPN > Open VPN" to open the OpenVPN Window.

OPENVPN Service Disable

Basic Settings
Work Mode client ¥ |
Dev “tavp- v
Protocol fCD v
Destination IP or Domain * Max length is 32
Port |+ 1-65535
Compress Enable '® Disable
nobind Enable '® Disable
Authentication ssl V|
Ca * Max length is 32
Key * Max length is 32
Cert | * Max length is 32
Tls Max length is 32
Cipher NONE v

=3

FIGURE 34 3.5.4 VPN - OPEN VPN CONFIGURATION

1. Upload the required Certificate files using the ‘files’ menu.
2. Configure Open VPN parameters.
3. Click “Save” to finish Open VPN configuration.
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3.6 - FORWARD CONFIGURATION

The forward function of Ultra eSAM 3G/4G router includes NAT, Routing, dynamic routing (RIP, OSPF) (optional) and
QOS (optional).

3.6.1 - FORWARD — NAT

3.6.1.1- DNAT CONFIGURATION RULE

DNAT is used to replace the destination address of packets accessing the external network; the router will replace the
destination address of packet accessing the external network with the user’s custom settings. Click “Forward > NAT”
to open “NAT” tab.

MASQ

- wtefe | Operation |

| [ ==
SNAT

[ Potocl | oOnignalAddress | OngnalPot | MoppingAddress |  MappingPot | Operaion ||
DNAT

[ Protocd |  OngmalAddress |  OngmolPort | MoppingAddress |  MoppingPot |  Operation ||

|

FIGURE 35 3.6.1 FORWARD CONFIGURATION 1

Basic Settings
NAT Type ‘®' DNAT ' SNAT "' MASQ
Protocol |§|7:|
Original Address Type | interface ¥ |
Interface bro ¥
Original Port | 1-65535 or [1-65535]
Mapping Address | I * eqg. 192.168.0.1
Mapping Port ‘ } 1-65535 or [1-65535]
| save | Retm |

FIGURE 36 3.6.1 FORWARD CONFIGURATION 2



3.6.1.2 - SNAT CONFIGURATION RULE

SNAT is the source address translation and its role is to translate source address of IP packets into another address.

uira @SAM

Basic Settings

NAT Type

Protocol

Original Address
Original Port

Mapping Address Type
Interface

Mapping Port

DNAT '® snAT

[all ¥

| interface ¥

br0 v |

MASQ

_‘ * 192.168.8.1 or 192.168.8.0/24

| 1-65535 or [1-65535]

| 1-65535 or [1-65535]

e [ et
FIGURE 37 3.6.1 SNAT CONFIGURATION RULE
PARAMETER DETAILS OPERATION
Protocol Defines the protocol of the Dropdown List

packets the NAT should all
modify TCP
udp
ICMP
Original Address The source address is needed  Manual input

to be replaced

Formatl : A.B.C.D
Format2: A.B.C.D/Mask

Original Port

The port of external IP, the
port needs to be replaced

Value area: 1-65535 or [1-65535], it
can be a range or a single port

Mapping Address Type

Internal IP address

Dropdown List
interface
static

Interface

Select the interface of the
router as source address after
replacement

Dropdown List
brO

modem

ethO

ethl

Mapping Port

The new port which replaces
the original port of source
address.

Value area: 1-65535 or [1-65535], it
can be a range or a single port

TABLE 16 3.6.1.2 SNAT CONFIGURATION RULE
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3.6.1.3 - MSAQ

MASQ is MASQUERADE.

MASQ
Operation
| CE=m ]
SNAT
[ Potocd | oOngmalAddess | OngmalPort | MappingAddress | MappigPor |  Operaion |
DNAT
[ Potocd | oOngmalAddess | OngmalPort | MappingAddress |  MoppingPot |  Operation ||
[ cai
FIGURE 38 3.6.1 MSAQ 1
Basic Settings
NAT Type ) DNAT '/ SNAT '® MASQ
Interface ' bro v |

FIGURE 39 3.6.1 MSAQ 2
MASQ rule: the source address of all packets in the LAN need to be transferred into the specific IP address of the
router, so the PC from the LAN can send packets out. If MASQ rule in the router will be deleted, the router LAN of the
PC cannot communicate with the external network.
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3.6.2 - FORWARD - ROUTING

Static routing can forward packets according to a manually configured routing path. This page is divided into static
routing and policy routing. Policy Routing allows for a priority to be set on different configurations, allowing multiple
configurations to co-exist.

The forwarding router detects the received packet's source address and then forwards packages according to the
matching policy. The routing priority setting can be used to set the priority from 3 to 252, where smaller numbers
indicate higher priority. Policy based routing always has a higher priority than static routing.

Basic Settings
Route Type '®) Static Route Policy Route
Network | | * eg, 192.168.8.0/24
Gateway Type staticip ¥
Gateway » * eq. 192,168.8.1

5o | o

FIGURE 39 3.6.2 FORWARD - ROUTING
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PARAMETER DETAILS OPERATION

Basic Settings

Routing Type To select “Static Route” or “Policy Route” Dropdown List

When Routing Type is “Static Route”

Network Set the destination IP address and Manual input
subnet mask of static route Formatl: A.B.C.D/Mask
Gateway Specify gateway type of static routing, Dropdown List
Type includes:
® interface
e static IP
Gateway Set a next hop IP address of static Dropdown List
route, IP address of the adjacent ¢ |f the gateway type selects static IP,
router interface gateway needs to be manually input,

format: A.B.C.D

¢ If the gateway type is ‘select interface’,
the gateway is needed to be selected
from dropdown list

When Routing Type is “Policy Route”

Source Set source type of policy route Dropdown List
Type e Static IP
*® Interface
Network It can be configured when “static IP” is Manual input
selected in source type, by adding IP Formatl: A.B.C.D/Mask
address or subnet manually.
Source When source type is policy route, Dropdown List
Interface need to manually set source network
address of policy router
* Modem
Gateway Set the next hop IP of policy route Dropdown List
Type e static IP
® interface
Gateway When the gateway type is set to Manual input
"Static IP", fill in with the IP address, Formatl: A.B.C.D/Mask

when gateway type is “interface", it will
use the selected interfaces as
gateway
Priority Set up the routing priority, lower Value area : [3,252]
number will have the higher priority.

TABLE 17 3.6.2 FORWARD - ROUTING

packet (e.g. source address is 1.1.1.1 destination address is 2.2.2.2), It will forward the packet to next
hop according to the route which meets with the destination address (2.2.2.2).

It will forward the packet to next hop according to the route which meets the destination address
(2.2.2.2).

Policy routing will forward according to the source address of the packet if the router received the packet
(e.g. source address is 1.1.1.1 destination address is 2.2.2.2), it will forward the packet to next hop
according to the route which meets with the source address (1.1.1.1).

Policy routing has higher priority than static routing, policy-based routing priority regardless of how much.

m Static routing will forward according to the destination address of the packet if the router received the
NOTE
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3.7 -QoS

QoS (Quality of Service) is a security mechanism for the network enabling the configuration of priorities and bandwidth
allocations for devices or subnets. When the network is overloaded or congested, QoS ensures that critical traffic is
not delayed or dropped.

Click “Forward > QoS” to open “QoS” tab.

Click Add to create a new QoS rule.

QOS configuration parameter, configuration parameter instruction
Single click “Save” icon to QOS setting.

PObdE

QoS is mainly used to allocate the average bandwidth for the users which access the Internet through the router or to
assign specific users with more bandwidth. If the router is connected to two subnets: 192.168.8.1/24 and
192.168.9.1/24, the router QOS can control the rate of these two subnets; If the router's bandwidth is relatively high,
the router can adjust the bandwidth based on priority and redundancy of two subnets, that is, the router meets the
high priority redundancy bandwidth first, then meets the low priority subnet redundancy bandwidth.

[ wuctame | cowolmmetoce | Newok |  Rae | Opern |

1 E=X

FIGURE 40 3.6.2 FORWARD - ROUTING

Status [Enable | Disable

Basic Settings

Rule Name * Max length is 12
Control Interface bro Y

Metwork * eg, 192.168.8.1/24
Port 1-65535

Rate * 1-A5535 Kbps

Ceil Rate 1-65535 Kbps
Priority 1-30

FIGURE 41 3.6.2 FORWARD - ROUTING
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3.8 - DYNAMIC ROUTING

RIP protocol (Routing Information Protocol) is the most widely used IGP (Interior Gateway Protocol). It was designed
to be used in small networks and is only recommended for this use case. For more complex environments, generally,
do not use the RIP protocol.

1. Click “Forward > RIP” to open “RIP” tab.
2. Click “Add” to add a new RIP route, configuration interface.
3. Configure RIP route parameter instruction.
4. Single click “save” icon to RIP route setting.
5. Click “Forward > OSPF” to open “OSPF” tab.
6. Click “Add” to add a new OSPF route.
7. Configure RIP route parameter instruction.
8. Single click “save” icon to OSPF route setting.
9. Single click “save” icon to finish
PARAMETER DETAILS OPERATION
OSPF Service Enable or disable OSPF Service Click the button to select
Enable
Disable
Redistribute Connected  Enable or disable Redistribute Connected Click the button to select
Enable
Disable
Redistribute Static Enable or disable Redistribute Static Click the button to select
Enable
Disable
Redistribute Kernel Enable or disable Redistribute Kernel Click the button to select
Enable
Disable

TABLE 18 3.8 DYNAMIC ROUTING
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PARAMETER DETAILS OPERATION
Add Type Add the type of OSPF route Click the button to select Add Type
Network
Neighbour
Interface
When Add Type is “Network”,
Network Set the network address of Manual input
ospf sending address Formatl: A.B.C.D/Mask
AS Number Used to identify the network Manual input

(only the routers with the
same domain address can
exchange routing information)

Value area: [0,65535]

When Add Type is “Neighbour”,

Neighbour

The router can reach in the
next hop

Manual input
Formatl: A.B.C.D/Mask

When Add Type is “Interface”,

Interface Name

The interface of the router

Dropdown List

br0
modem
ethO
ethl
Interface Attribute Configure the router interface  Click the button to select
attribute, include cost and cost
network network
Cost Configure the cost of the Manual input

router interface, used to learn
routing table

Value area:1-65535

Network Type (when the interface
attribute is network)

Configure the network type of
the router interface

Dropdown List
broadcast
non-broad
point-to-multipoint
point-to-point

TABLE 19 3.9 DYNAMIC ROUTING 2

OSPF is a link-state routing protocol, commonly used for the same routing domain. Here, the routing
domain is an autonomous system, in which the routers can switch routing information through a unified
network switching or routing protocol routing policy. All OSPF routers maintain an identical description of
the network structure, which is used to calculate its OSPF routing table.

As a link-state routing protocol, OSPF link state broadcast data LSA (Link State Advertisement) sent to
all routers in an area, which is different from the distance vector routing protocols. Distance vector routing
protocol passed some or all routing information of the routing table to the adjacent routers.

m NOTE
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3.9 - SECURITY

"Security" will filter packets to decide which are allowed to pass through the modem and which should be blocked.
Ultra eSAM supports IP filter, domain filter and MAC filter.

3.9.1 - SECURITY - IP FILTER

IP Filter allows you to blacklist or whitelist packet’s according the Source or Destination IP Address.

1. Click “Security > IP Filter” to open “IP Filter” tab.

INPUT Filter

Filter mode
I permit | l all I | any I | - l | modem I | 80 I I m ]
[ permit | all i 47.74.66.233 |[ sooi-soe2 || modem i I [Del |
[ permit I I all I I 8.8.8.8 I | --- I I modem I | --- I I m ]
I permit | l all I | 8.8.4.4 | | - | | modem ] | --- | I m I
[ dey | at ]| any | | modem I I B |

FORWARD Filter

Fter moce

23 =3

FIGURE 42 3.9.1 SECURITY - IP FILTER 1

2. Inthe forwarding filtering rules.

a. Black List: Packets which meet the filtering rules are not allowed to be forwarded through the router
and are discarded.
b. White List: Only the packets which do meet the filtering rules are allowed to be forwarded.

3. Click “Add” to add a new IP filter rule and configure IP filter parameter. There are two types of IP filter: “Input”
and “Forward”.
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Basic Settings

Type

Default Action
Protocol
Source IP

Source Port

Interface

Destination Type

‘® Input =
‘® Accept

fall v |

Forward

' Drop

\

| * 192.168.8.1 or 192.168.8.0/24

interface ¥

v

[ bro ‘

Destination Port [

| 1-65535 or [1-65535]

| 1-65535 or [1-65535]

FIGURE 43 3.9.1 SECURITY - IP FILTER 2

Basic Settings
Type ) Input '® Forward
Default Action ® Accept '/ Drop
Mirror Rule En '® Dis
Protocol [l ¥]
Source IP B | * 192.168.8.1 or 192.168.8.0/24
Source Port | | 1-65535 or [1-65535]
Destination IP | | * 192.168.0.1,192.168.0.1/24
Destination Port [ | 1-65535 or [1-65535]
Save Retum
FIGURE 44 3.9.2 SECURITY - IP FILTER 3
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3.9.2- SECURITY - DOMAIN FILTER

Domain filter support’s blacklist and whitelist. It is used to forbid PCs in LAN from visiting some websites or allows
them to visit only specific websites.

Click “Security> Domain Filter” to open “Domain Filter” tab.

Filter mode
(Y T B |

I =3

FIGURE 45 3.9.2 SECURITY - DOMAIN FILTER 1

Basic Settings

Domain Keyword l l * eq. baidu Max length is 64

Default Action '® Accept '/ Drop

FIGURE 46 3.9.2 SECURITY - DOMAIN FILTER 2
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3.9.3 - SECURITY - MAC FILTER

Click “Security> MAC Filter” to open “MAC Filter” tab. Here, you can add a list of MAC Addresses to allow access into
the network from the internet or to block from accessing the network from within the network.

INPUT Filter
Filter mode
| [ openin ||
FORWARD Filter
Filter mode
| [ A | opemton ]

1 =N

FIGURE 47 3.9.3 SECURITY - MAC FILTER
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3.9.4 - REMOTE ACCESS

Remote Access allows you to configure what methods are enabled to access the modem remotely. SSH and TELNET
are methods for accessing the modem’s command line and the WEB interface refers to the browser-based GUI you
are using to configure the modem now.

If enabled, these methods can be used to access the modem from the mobile network.

Remote &ccess Contral.

SSH Enable ® Disable
TELMET Enable '™ Disable
WEB Enable '"® Disable

o | e

FIGURE 48 3.9.4 SECURITY - MAC FILTER

The parameters of remote access are described in the following table.

PARAMETER DETAILS OPERATION
SSH The terminal uses ssh2 to access the router Single button
1. Enable : Open the Modem port SSH function, the Default: Disable

terminal can use ssh2 to access the router CLI
2. Disable : Disable the Modem port SSH function, the
terminal can use ssh2 but cannot access the router CLI
TELNET The terminal uses telnet to access the router Signal button
1. Enable : Open Telnet function of the Modem port, the Default: Disable
terminal can use Telnet to access the router CLI
2. Disable : Disable the Telnet function of the Modem port,
the terminal can use telnet to access the router CLI
WEB The terminal uses WEB way to visit the router Signal button
1. Enable : Enable the terminal to access the router WEB Default: Disable
page via the modem port
2. Disable : Disable the terminal through the Modem port

to access the router WEB page
TABLE 20 3.9 REMOTE ACCESS
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3.10 - SYSTEM CONFIGURATION

“System” gives you access to the modem’s logs and allows you to configure system parameters.

3.10.1 - LocAL LoG

1. Click “System > Local Log” to open “Local Log” tab.

Local Log Message ¥ m

Log Display Table

FIGURE 49 3.10.1 LOCAL LOG
2. Select the type of "Local Log" and then click "View" to see the log. Click “Clear” to clear the log info in the “Log
Table”, and click “Export” to export log in your local PC.

There are 3 types of logs:

a. Message: system log, to record the running log of the router, usually for most of the users.
b. Application: application program log, to record the Open or close of some application programs.
c. Kernel: kernel log of a router, usually for R&D engineers.

m To see “local log”, “remote log” must be enabled.
NOTE
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3.10.2 - REMOTE LoG

Click “System > Remote Log” to open “Remote Log” tab.

Remote IP or Domain [152.168.5.100 | * eq. 192.168.8.1
Remote Port 514 | 165533

=3 =3

FIGURE 50 3.10.2 REMOTE LOG
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3.10.3-CLoCK

Click “System > Clock” to open “Clock” tab.

Status Disable

Time sync Type | ntp v

NTP Server IP or Domain clock.via.net _'A * Max length is 64
NTP Server BackUp , ) Max length is 64
NTP sync Interval 600] * 1-65535 s

Time Zone ' caanberra/sydney %

| swe J§ Refresh |

FIGURE 51 3.10.3 CLOCK

PARAMETER DETAILS OPERATION
Status To enable or disable Time . To click “Enable” or
Synchronization service “Disable”
Time Synch. Type Type to synchronize system time . Select “NTP” or
“Manual’
When select “NTP” in “Time Synch. Type”
NTP Server IP or IP or domain of NTP server Select from Dropdown List
Domain
NTP Server Backup Backup NTP server Manual input server domain
or IP address
NTP Synch. Interval Interval for NTP client to check time Value area: 1~65535
with NTP Server. E.g. every 10 Unit: second
minutes Default: 600 s
Time Zone Time Zone Select from Dropdown List
Time Zone Number For “Custom” option in “Time Zone”. WORD type
E.g. +8 or -4
When select “Manual” in “Time Synch. Type”
Set Date To set date YYYY-MM-DD
e.g. 1970-01-01
Set Time To set time HH: MM: mm
E.g. 07:01:01

TABLE 21 3.10.3 CLOCK
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"Account" is to change username/password, change web port and restrict other users from visiting the router.

Step 1 Click “System > Account” to open “Account” tab.

Account Type

Account Level

Current Username
Admin Password

New Username

New Password

New Password Confirm

Port

Step 2 Set account parameters.

| * Max length is 64

| 1-65535

E3 =3

FIGURE 52 3.10.4 ACCOUNT

Step 3 Click "Save" to finish configuration. After saving, the user needs to log in again.
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3.10.5 - NETWORK TEST

This screen allows you to ping addresses from the modem and to trace the route the modem takes to access
different IP Addresses. It can be used to test the modem’s connectivity, both inside and outside the network.

1. Click “System > Network Test” to open “Network Test” tab.

Destination m

Result
Refresh
FIGURE 53 3.10.5 NETWORK TEST
2. Input IP address or domain to be tested in "Destination”, click "Ping, to check whether the
router can be linked to a destination.
PARAMETER DETAILS OPERATION

Destination To input IP address or domain Input IP address or domain
to be tested to be tested

Ping To use Ping to test link Click “Ping”

Trace To use Trace command to test Click “Trace”
hops from the router to
destination

Result Test Result

TABLE 22 3.10.5 NETWORK TEST
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3.10.6 — FILES

3.10.6.1 - FIRMWARE SETTING

Ultra eSAM supports firmware upgrading.

Step 1 Click “System > Files” to open “Files” tab.

Firmware Setting |m No file chosen Upgrade (SRl _
Backup setting  Choose File | No file chosen m ‘: Key
Factory setting m
Patch Operation
|

FIGURE 54 3.10.6 FIRMWARE SETTING

Step 2 Click “Choose File” to select upgrading file and then click “Upgrade”.
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3.10.6.2 - CFE MODE UPGRADING

If the upgrading file is larger than 6MB, CFE mode upgrading should be used to upgrade.
1. Set IP of your computer to
192.168.1.123
255.255.255.0
2. Don’t set the default gateway or DNS.
3. Power off the router (take the power cable out).
4. Press and hold the RESET button between the two 4G antenna ports. Do not release it.
5. While holding the RESET button plugin the power cable in. Wait for 3 to 4 seconds, then release the
RESET button. You will see the lights flashing (NOTE: if RESET is not released at the right time, device will

not enter the upgrade mode)

Enter 192.168.1.1 in your browser, you will see the following page. If not, please start over again from step 1.

FIRMWARE UPGRADE

VO B (AN 10 Liphaed e TTaaee imape for the device. Please, chooss Jppropnate ke feom wour kool kand diee and chclk Uiplosd
Tha Tl well b doswmboaced, sioned in FAM and then copssd to FLASH

Vol S e Upgr e U-Beat pleakd chck HERE
FiFmswane image: Chocae File | Mo fle choven Uipkead
WARNINGE
= d5rgf pows off the Sivich durng uplaad
& o ety thersy Qi bl thi divads willl ARILINT Bfed Oy 1 Bad Aabw iubQe iom FLASH
® o B TOT R OF R T L, LEDK ) wl bl Rt o whebe i then Th vl ki fe o wll elan
® e N e Wb o Want, 50 b Fere thal jon chooit proper Srmeget image for your divioe

FIGURE 55 3.10.6.2 CFE MODE UPGRADING

Select the firmware, click upload to upgrade and you should see the following page.

DEVICE IS UPGRADING!

Your file was uploaded, please wait and keep an eye on device's LED(s). The LED should blink during FLASH erasing.
U-Boot upgrade shouldn't take more than a few secands.

WARNINGS
* do not power off the device now!
= you should wait for automatic restart

® if the LED(s) starts to blink fast it means that there was an eror during upgrade and web failsafe mode will run agai

FIGURE 56 3.10.6.2 CFE MODE UPGRADING 2

Wait for 3 minutes or (You can add two IP addresses to your network card: 192.168.1.123 and 192.168.8.123. Then
you can ping 192.168.8.1 during this period. When you receive a ping response, it means an upgrade is done.)
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3.10.6.3 - USB UPGRADE

The Ultra eSAM provides USB port and you can choose USB mode to upgrade the router. This requires using a telnet

client to initiate the upgrade:

1. Enter the password of the telnet to enter in the system, as shown in the figure.

+7192.168.81 x |

Router CLI

User Access verification

Password:

router> enable

router# configure terminal

router {config)# service udisk

router {(config-udisk)#no shutdown

router (config-udisk)#write

Configuration saved to /tmp/hdconfig/cli.conf
router {config-udisk)#

FIGURE 57 3.10.6.3 USB UPGRADE

2. Add a folder ‘udisk_upgrade’to the FAT32 format USB drive.
Copy the upgraded firmware to the ‘udisk_upgrade’ folder

w

4. Plug the USB drive into the USB interface of the device. The system will be upgraded

automatically.

5. The status LED’s will remain on for 3 ~ 5s.The modem will reboot itself when the upgrade is

complete.
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3.10.6.4 - BACKUP SETTING

Ultra eSAM is capable of backing up and restoring its configuration file.

3. Click “Browse” to select a configuration file to be imported. And then click “Import” to resume
the configuration as the configuration file.
4. Click "Export" to export configuration file and save it to local PC.

Firmware Setting l Choose File | No file chosen (e Reset
Backup setting | 7CEoseﬂF_ie_[ No file chosen [ Import | [ 7 Key _
Factory setting m
Patch Operation
| Patch Nome [ padiVeson ] Operabon ]

FIGURE 58 3.10.6.4 BACKUP SETTING

After import, the router will reboot automatically.
"Key": if a key is an input when exporting configuration file, this key need to be input in import.
~note Not more than 8 digits of the key can be used as input.
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3.10.6.5 - FACTORY SETTING

This setting can be used to reset Ultra eSAM to its original factory configuration. Using the ‘save’ and ‘load’ functions it
is possible to save the devices configuration and then reload this configuration at a later point. If this saved
configuration is deleted, then the device will be restored to its default settings.

Firmware Setting | Choose File | No file chosen [ Reset
Backup setting ]Valio;sieﬁlgil No file chosen m ‘{ | Key
Factory setting _
Patch Operation
| [ operation ||

FIGURE 59 3.10.6.5 FACTORY SETTING
Save: to save the current setting as default factory configuration setting.

Load: to resume default factory setting.

3.10.6.6 - PATCH OPERATION FUNCTION

Use this menu to delete any unwanted firmware patch files.

Firmware Setting Choose File | No file chosen Upgrade [SUE:TRE
Backup setting _Choose File | No file chosen [ Import | l \ Key
Factory setting m

Patch Operation -

C Fwwme T wiveme | Gpewen ]
==

FIGURE 60 3.10.6.6 PATCH OPERATION FUNCTION
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3.10.6.7 - REBOOT/REFRESH

Click “Reboot” to restart the router or click “Refresh” to refresh the page.

Firmware Setting Choose File | No file chosen ‘ | Reset
Backup setting Choose File | No file chosen [Import| \ |Key
Factory setting m
Patch Operation
C  vagmme e [ Operation |
—)

FIGURE 61 3.10.6.7 REBOOT/REFRESH
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3.11 - RESET BUTTON FUNCTION

The "RESET" button is on the rear panel and next to power interface. This button can be used when the router is in
use or when the router is turned on. There are 3 functions to press "RESET" button when the router is in use:

5. Press "RESET" for about 2 seconds, the router will reboot.

6. Press “RESET” 5-10 seconds, the router will reboot and will be reset to the default factory
configuration.

7. Press “RESET” over 20 seconds, the router will reboot, and get into CFE upgrading. The
router is resumed to default factory setting configuration.

8. Press “RESET” button and turn on the router, and keep pressing “RESET” for 2 seconds. The
router will get into CFE upgrading mode.
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SECTION 4 - TYPICAL APPLICATIONS

This section details some typical usage scenarios for the Ultra eSAM Modem.

4.1 - ICMP DETECTION FUNCTION APPLICATION

Scenario

The Ultra eSAM is ensuring the reliability and accuracy of the network links. If an anomaly is detected,
predefined actions are performed. In this scenario the Ultra eSAM functions as an error detection and report
machine.

Parameter Configuration
In this scenario, you need to have the ICMP detection configured; see the section on ICMP detection for more
information.

Application Result
When the modem connects, the ICMP detects the destination address or backup address and determines that
the connection was in fact successful.
When a router succeeds in dialing, but fails to connect to the network, the ICMP test fails and corrective action
is taken, such as a modem-reset.

4.2 - DTU FUNCTION APPLICATIONS

Scenario
The Ultra eSAM can link serial devices, such as PLC’s or RTU’s, together over the mobile network utilising
TCP and SSCOM Serial Interface Software.

Parameter Configuration
This scenario needs the "DTU" configuration, as detailed in the section 4.3.3 DTU configuration.
One eSAM can be used as a server and another can function as the client. Link the two using the DTU
configuration to bridge their serial ports together across the internet.
Application Result
The eSAM client and eSAM host are able to link RS232 devices over the internet.
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4.3 - PARAMETER SELECT

Typical Case
Ultra eSAM provides s parameter select function. When one configuration of the modem fails (such as
connecting to a server, or connecting to an ISP), it is able to change to a backup configuration.

Parameter Select
When the active L2TP link is disconnected from the server, the router will perform parameter switching
based on the "check ICMP" function, to detect whether the connection is interrupted; if Ping failure occurs
(for 3 times), the router will switch to the PPTP link and maintain connection of the server.

Application Result

When the modem detects a failure in the L2TP VPN Connection, it will automatically switch itself to a
backup VPN server.

4.4-VPN

Introduction
VPN (Virtual Private Network) is a technology allowing two devices to be connected in a private network over the
internet. These two (or more) devices are able to communicate as if they are on the same LAN, when they are in

fact a great distance apart and connected over the internet.

Multiple VPN services are available; we recommend contacting Intercel for specific advice.

Result

After setting Ultra eSAM and company router parameters, they can connect to each other remotely.
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4.5 - TIMING TASK

Typical Application

Ultra eSAM can perform tasks on a timer. The router can be set to turn itself on, off or reboot at a given time
based on the required availability.

Result

The router will be online at 10:05 AM and remain online until 10:08 AM. It becomes offline at 10:09 AM and
router will reboot every 24 hours.
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SECTION 5 - FAQ

5.1 - HARDWARE ISSUES

5.1.1-ALLLED" sBLANK

Issue
None of the LED’s on the router are flashing or illuminated.
Possible Reason
®  Power supply is not suitable, it should be 5-36VDC

®  No power supply
Solution

®  Make sure the power supply is 5~36VDC
®  Check the power adapter and cable connection

5.1.2-SIM SLoT

Issue

Cannot insert SIM card

Possible Reason

®  SIM slot damaged

®  SIM card inserted in the wrong orientation
Solution

® SIM slot damaged, please contact Intercel echnical support for repair
®  Check the SIM card direction, please make sure the gold contact as facing up

5.1.3 - ETHERNET CONNECTION

Issue

LAN LED is not illuminated and cannot visit router WEB GUI

Possible Reason

® FEthernet cable damage
®  PC network card damaged
Solution

® Re-connect Ethernet cable

® Change Ethernet cable
®  Check network card settings on PC
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5.2 - DIALING ISSUES

5.2.1 - DIAL DISCONTINUE

Issue

eSAM 3G/4G Router discontinue during dialing, dial failure

Possible Reason

SIM card network type does not match
SIM charges owed

Power supply does not match

Modem setting wrong

APN set incorrectly

Solution

Change to a suitable SIM card

Recharge SIM card

Change to suitable power supply

Change modem setting, please check related chapter

5.2.2 - NO SIGNAL

Issue

eSAM 3G/4G Router modem status shows no signal

Possible Reason

®  Antenna connected wrong
Modem incorrectly configured
® Modem damage

Solution

®  Connect suitable antenna
Check SIM and modem setting
® Check ICMP and other router settings

5.2.3 - CANNOT FIND SIM/USIM/UIM CARD

Issue

eSAM 3G/4G Router cannot find SIM/USIM card

Possible Reason

®  SIM card damage

®  SIM card has poor contact
Solution

® Replace SIM card
® Re-install SIM card
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5.2.4 - POOR SIGNAL

Issue

eSAM 3G/4G Router has no signal or poor signal

Possible Reason

®  Antenna connected to the wrong connector
® Signals are weak in the area
Solution

®  Check the antenna and re-connect it.
®  Contact Telecom Operator to confirm signal problem
® Change to high-gain antenna
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5.3-VPN PROBLEM

5.3.1-VPDN CANNOT CONNECT
Issue

VPDN cannot connect

Possible Reason

® VPDN parameter wrong

®  VPDN server configuration wrong
Solution

®  Make sure modem is online

®  Set the correct port to VPDN

® Check VPN Configuration

® Test VPN Server with another client

5.3.2-VPN CANNOT COMMUNICATE

Issue

VPN already connected, but cannot communicate

Possible Reason

®  Router table config wrong

® VPN peer server config wrong
Solution

® Add related router table
® Check VPN server settings

5.3.3 - ROUTER CAN COMMUNICATE BUT SUBNET CANNOT

Issue

Router can communicate but subnet cannot

Possible Reason

® VPN peer server config wrong
Local router has no MASQ
®  Wrong local route table

Solution

® Check VPN peer server setting
Local router has no MASQ, please manually add VPN port MASQ
® Wrong local route table, set right route table
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5.4 — SYSTEM BACKUP & UPGRADE ISSUES

5.4.1 - UPDATING FIRMWARE FAILURE

Issue

Updating firmware failure

Possible Reason

®  Auto reboot during updating eSAM
®  Power supply problem
® \Wrong firmware
®  Power off during updating router
Solution
® Check settings, disable the function which may cause reboot
® Change to a suitable power supply

®  Ask technical support for suitable firmware

5.4.2 - BACKUP SETTING PROBLEM

Issue

Router import backup setting failure

Possible Reason
®  Backup setting file format wrong
® No reboot after importing settings
Solution

® Choose a right file to import
®  Must reboot to apply settings

5.4.3 - UPDATING PATCH FAILURE

Issue

Updating firmware with firmware patch failed

Possible Reason

®  Patch format wrong

®  Patch name too complicated
Solution

®  Check patch format
® Change the patch name to a simpler one
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5.4.4 - CFE UPDATING FAILURE

Issue

CFE updating failure, firmware version unchanged

Possible Reason

®  Power supply connection not suitable
Firmware version or format do not match
®  Power off during updating process

Solution

® [f power supply connection does not match, please change then update again
If firmware version, format does not match, please change then update again
® |f power off during updating, please update again

5.4.5 - UPDATE FAILURE IN WEB GUI

Issue
Updating by WEB GUI failed and cannot visit WEB GUI again
Possible Reason

®  Firmware oversize causing updating failure
Solution

®  Using CFE mode to update again and the router will restore factory mode. If after CFE updating
you still cannot visit WEB GUI, please contact Intercel technical support for repair

5.4.6 - FORGET ROUTER PASSWORD

Issue
Forget router login password
Possible Reason

®  User has changed the password

Solution
®  After router power on, push and hold RESET button over 10 seconds then release, then re-
power on router. Router will reset to factory mode (Username/Password both admin), but the
patch will be reserved.
@ When the router is power on, press and holds RESET button around 1s, the router will reboot
and kept all set.

e’ CAUTION
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SECTION 6 - ABBREVIATIONS

A
ATM Auto Table Machine
C
CDMA Code Division Multiple Access
D
DDNS Dynamic Domain Name Server
DHCP Dynamic Host Configuration Protocol
DMZ Demilitarized Zone
DNS Domain Name System
E
EDGE Enhanced Data Rate for GSM Evolution
G
GPRS General Packet Radio Service
GPS Global Positioning System
GRE Generic Routing Encapsulation
GSM Global System for Mobile Communications
H
HSDPA High-Speed Downlink Packet Access
HSUPA High-Speed Uplink Packet Access
I
IP Internet Protocol
ICMP Internet Control Message Protocol
L
LAN Local Area Network
LCP Link Control Protocol
M
MAC Media Access Control
N
NAT Network Address Translation
(@)
OSPF Open Shortest Path First
P
PPTP Point to Point Tunneling Protocol
S
SIM/USIM Subscriber Identity Module
SNMP SIM/USIMple Network Management Protocol
SOHO Small Office Home Office
T
TCP Transmission Control Protocol
TD- Time Division-Synchronous Code Division Multiple
SCDMA Access
U
UDP User Datagram Protocol
UiM User Identity Module
\Y
VPN Virtual Private Network
w
WAN Wide Area Network
WCDMA Wideband Code Division Multiple Access
www World Wide Web
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